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ABSTRACT 
 
Today, smart cards are widely ingrained in human life and its use in various applications for 
authentication, Storage and processing of sensitive information is inevitable. One of the most important 
parts in the design of smart cards is their operating system, in more precisely their file management system. 
In this paper, Design and implementation of a secure and dynamic file management system, that we call 
SDFS, for Java cards will be evaluated. The SDFS has high compatibility with international standards 
ISO/IEC 7816 that enable it to use in different operating systems that designed for java cards. To enhance 
system performance in different uses and future developments, SDFS is completely designed modular. 
Modular design provides easy configuration for developers in different situations. SDFS by using secure 
cryptographic protocols provides security of storing and processing of information for users. 
Implementation results in NetBeans IDE 7.2 show high efficiency and security of new file system in 
practical usage. 
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1. INTRODUCTION 
 
Although smart card technology has been available for many decades, it is only in the last few 
years that they have become widely considered as one of the most common secure computing 
devices. They are encountered in a number of applications (e.g. secure wireless access in mobile 
networks, banking, identification) satisfying a diverse range of uses. As a matter of fact, in the 
issue of smart cards security as the most important factor have different aspects: hardware 
security, security of communication protocols and coding algorithm and proper implementation 
of the embedded operating system in the card [1]. 
 
File management system is one of the most important and vital modern operation systems which 
should be as fast and reliable as possible. In smart cards, management system can be designed 
either as a part of the card or as a separate system which works beside the operating system. In 
fact, not only does the operating system allow the writing and reading the files, but also enables it 
to have access to the data under the very special and controlled conditions [1,2,3].  
 
Most of the file management systems for smart cards follow a hierarchy and tree-like pattern like 
the Linux does and despite their initial structures have a symbolic addressing system which is 
dependent of the physical addressing. File systems in smart cards have some features that are 
designed for a structure with a limited memory. For example, prevention of large data as much as 
possible, no need for an inter human-machine medium. Furthermore, free spaces resulted of 
deleting one file is not necessarily given to the other files and all the addressing is based on 
hexadecimal system and all the programs use rational addressing [4].  
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Some of the challenges in file management systems are quick response, reliability and efficient 
management of the memory. This study is going to declare the designing stages and 
implementation if a dynamic and secure file management system (SDFS) for operating systems 
based on Java cards. In fact, the main goal is to design an efficient file management system with 
the following features: 
 

 Acceleration the performing the orders of operating system and applications in access 
to the files 

 Increasing the security of access to the memory and preventing of unauthorized 
applications to each other’s information.   

 Preventing of access to sensitive and important information like keys and PINs saved 
on the card 

 Compatibility with different applications and  operating systems designed for Java 
cards 

 High level of reliability in the case of error in the system and assurance of maintaining 
the files in the card in a stable situation. 

 Dynamism of the system in producing a new file or deleting the current files 
 The ability of simple configuration of the file management system to be used in 

different usage 
 

In this research we evaluate the specifications of the SDFS. Basic concepts regarding the Java 
card and international standards of the file systems in smart cards are explained in the part 2 of 
the article. In continue, SDFS’s specifications, designing methods and implementation are stated 
in the part 3 and 4. Discussion and evaluation also mentioned in the parts 5 and at the end of this 
article conclusion and future works have been included. 
 
2. JAVA CARD 
 
By definition in [5] “Java Cards are pocket-size cards equipped with an embedded micro-
controller that supports the execution of a Java Virtual Machine”. These cards are usually used in 
different areas such as credit and loyalty systems, health care, electronic cash, e-government, etc. 
programs in Java cards are formed from a set of Java applets in a package which fetch a set of 
library classes and could be installed on a card to be used. 
 
Java card technology has a secure commentator and a several-program platform in which one can 
take advantage of a variety of benefits of using Java programming like object oriented 
programming, reusing of the designed programs, strongly typed language, interoperability which 
means writing once and using everywhere, and the several level accessibility control system for 
methods and variables [6]. Utilizing this structure has two advantages for Java cards: portability 
and familiarity. In fact, Java programs are portable in all the different implementation of the Java 
cards which are developed by other producers. On the other hand, since the other programmers 
are familiar with the Java language, it is much easier to write and develop a program under Java 
cards in comparison with the other cards [3]. 
 
One of the most eminent features of the Java card is its security model which gives a high level of 
flexibility to the card’s developer as a controlling level on the applets and objects on the card. 
Bytecode evaluator which forms a part of the transformer seeks to assure that none of the 
programs are using the resources out of its authority. Transformed applets, known as CAP, are 
registered as a developing packet and use a security key i.e., DES, which card check it once the 
CAP file is being loaded [3].  To check it in the loading time, Java card used a firewall software 
mechanism which explicitly joins the object to its applet and prevents of other applets’ access [5]. 
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These two security mechanisms together allow the developer of the card to design a security 
structure which enables the multi-program cards to be developed with one or more programs and 
load the canals and have an acceptable security level for other programs.  
 
Java card system relies upon a Java Card Routine Environment (JCRE) to develop the resources, 
run the programs and applying an access controlling mechanism. JCRE is part of the Java card 
which should be prepared by the manufacturer of the Java card. It consists of a local operating 
system, Java Card Virtual Machine (JCVM) and several Application Programming Interfaces 
(APIs). Structure of java card is shown in Figure 1. 
 
 

 

 

 

 

 

 

Figure 1. Basic Structure of java card [3]. 
  

As said earlier, most of the operating systems have a modern file structure. In modern file 
structures, files are performed in an object-oriented way which means that the file’s information 
is saved in the file itself. Therefore, each file is consisted of two parts: the header part and the 
body. In the header part, some info about the file format and access way to the info is saved. This 
info never changes and is saved toward deleting. However, the info in the body of the file 
includes the operator’s information or other application programs and can be changed repeatedly. 
 
Files are usually formed and numbered during the production and after that, just a limited changes 
are done in the contents. While using a card, a file might become active or inactive. Mostly, the 
info in the smart cards is permanent and not deleted. However, there are a few operating systems 
which do not follow this feedback operation. Programs’ files are saved on the EEPROM memory 
which becomes activate after making a file on the Java card. This file can be selected by different 
programs to be in access. Choosing a file means activating it and deactivating the other files. 
After being activated, one can get access to the file’s contents. A file becomes activate and 
inactivate again and again. Files, if supported by the operating system, can be deleted from a card 
through special commands. When a card is destroyed, the life of all its files comes to an end. 
  
A file in the smart card has a reverse tree structure similar to the Linux. A sample of this structure 
is shown in Figure 2. There are two main files: Dedicated file (DF) and Elementary File (EF). At 
the top of the tree, there is a master file which is kind of a DF and considered as the root of the 
tree. By each operating the card, MF becomes implicitly activated. In fact, MF is a special kind of 
DF which has all the information of the directories, files and all the areas to access the card. 
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Figure 2.  Sample file structure in smart cards 

 
DF file can embed other files of DF and EF. There is a special kind of DF called Application DF 
(ADF) which keeps all the programs’ information and could be considered a special MF. 
According to the ISO/IEC 7815 a tree can be extended as much as the memory allows. EF retains 
the information of an operator for a special program and has two types: Inter EF to save the 
internal data of the operating system and programs, and Working EF for data and programs   
which should be read or written by a terminal [7, 9]. 
 
In object-oriented systems, one should first select the file to have access to its contents. In this 
system, each time just one file can be selected which means a successful selection of a new file 
the previous one would be invalid. Access to a file is through its name and each file must have a 
name. This name must be perceivable amongst the files of the same level so as to for several files 
with the same name the selecting file algorithm by the operating system could be independent of 
the searching algorithm [1]. 
 
Different policies are defined for access to each of the files. MF can be called everywhere. In 
addition, in the beginning of the card operation, this file can be implicitly selected. DF can be 
accessed by the MF and the other same-level DFs. EF can be just called by the father MF or DF. 
 
3. SECURE FILE MANAGEMENT SYSTEM 
 
In SDFS memory is divided into segments with fixed length, called pages. Information about a 
file can be stored in one or more page. SDFS manage and store files with pointers, page table 
(PT) and child table (CT). To increase the security of information, pages are assigned randomly to 
the files. This work by creating intentional irregularity in memory causing that in the attacks that 
memory is read by attacker, finding information about the memory structure to be more difficult 
for attackers. The file manager holds a list of empty memory pages to assign it to a file when need 
it. Only the file manager has access to these information and other applications should have 
access to their information with authentication. 
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CTs allow the file system when adding a file to the file tree, the tree is no longer need to update 
the parent data of the file and only is needed to add one entry to its CT. After restarting the card, 
SDFS select the MF automatically. In this structure, each DF refers to its CT via a pointer. CT 
contains information about location of the file children. Each EF is connected to its PT that 
contains address of file pages in memory. Using this table helps SDFS to allocate new page to the 
file easily and prevent from external fragmentation in memory. Also when SDFS delete a file, 
then file pages can be allocated to other programs. This structure exhibited in Figure 3. 
 

 
 

Figure 3. A sample implementation of file tree, that shown in Figure 2, in SDFS  
 

All information about the programs and codes are stored in the elementary files. Unlike files in 
windows, EFs on the smart card have an internal structure that is defined in according to the file 
target. This feature allows the data components to be accessed very fast and efficient. 
 
All memory accesses will be done only through the file management system, this work prevent 
illegal access to the memory. Figure 4 illustrates how to manage accesses to memory. Steps of 
running commands in SDSF described in the follow: 
 

 All applications or operating system commands to access the memory should be sent to 
the file manager unit. 

 Input command is sent to the command interpreter unit through the file manager unit. 
 If the command is successfully interpreted, command interpreter unit send information 

related to the command to the file manager unit. Otherwise, warning and error center unit 
send a message proportional to the occurred error to output 

 After extracting information from the command, file manager unit send a message to 
security policy manager unit. Security policy manager unit has a duty to check the 
security policy defined for the selected file and input requests. If the access request is not 
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consistent with the defined policies, the file manager is announced. Otherwise security 
policy manager return an appropriated error message. 

 File manager checks the returned answer from the security policy manager unit. If the 
response is an error, file manager return a warning message via warning and error center 
unit to the output. Otherwise file manager based on the security modes are defined in 
system, a request for checking keys, encrypting or decrypting input data to be sent to 
cryptography and key management unit. 

 Cryptography and key management unit has duty to perform encryption/decryption 
operations and key management. This unit checks file manager requests and after 
performing cryptographic operations return appropriate answer to it. 
 

 
 

Figure 4.  Input instructions management in SDFS 
 

 If previous step done without any errors, the file manager will send the required 
information to the memory manager unit. Otherwise, warning and error center unit return 
an appropriated error message to output. 

 Memory manager unit has duty to converting logical addresses to physical memory 
addresses and controlling legal accesses to memory addresses. If an error occurs, the error 
is sent to output through the warning and error center unit. Otherwise, via memory 
interface unit requested operations are performed in memory. 
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 Memory interface unit is an interface between memory manager and memory and has 
duty to access memory cells. Memory interface unit after performing operations on 
memory return appropriate answer to memory manager. 

 If the memory manager will receive an error message from the memory interface, an error 
is sent to output through the warning and error center unit. Otherwise it returns the results 
to the file manager. 

 If necessary, file manager send the obtained information to cryptography and key 
management unit. 

 After these processes, file manager unit delivers the results of input request to the user, 
operating system or application. 
 

Three types of security policy is considered in SDFS: public security (including general security 
policy), file specific security (including security policies such as access rules associated with a 
particular file), and instruction specific security (related to security policies applied for before, 
during and after execution of an instruction). 
 
SDFS supports the standard cryptographic algorithms including AES, DES, Triple-DES, RSA, 
and SHA-1 [6, 7] and allows to operating system developers based on their needs select suitable 
cryptography algorithm in configuration time. In addition, conditions are provided to developers 
that they can easily implement their own cryptography algorithms and use them in SDFS. 
 
Usually the smart card operating systems cede responsibility of authentication process to 
applications. This work can cause security problems on smart cards [8]. SDFS using 
authentication method that described in [8, 10], with slightly modified for compatibility with 
SDFS, for ensure the accuracy of the authentication process. This work ensures developers that 
don’t worry about design, implementation, test and evaluation of theirs communication protocol. 
In In this method, for each user (application) that aims to establish a secure connection with 
system we need to have a public key certificate on the card. 
 
The authentication operation is briefly as follows: 
 

 Request for communication starts from the user (application). The request is sent to card 
via a message. 

 In the second step the user and card agree on a temporary common session key CSK. 
Algorithm using Diffie-Hellman key exchange algorithm for doing this work. After this 
stage, the parties have agreed on one key for encryption operations but still not 
authenticate each other. 

 After agreeing on a common key, user hash own public key certificate by a hash function 
(using the algorithm RSA) and send it to the card.    

 Card compare certificate that submitted by user with user certificate that stored in card. If 
the certificate was approved and user has legal access, then card create an encrypted 
message M, with user public key, and send it to the user. M obtained from random 
number R, key K that obtained from hashed CSK by using hash function F1 and card 
serial number S.  

 User decrypts M with his private key and extracts R as R’, K and S. user generate key K’, 
that obtained from hashed CSK by hash function F1, and compare it with K. If K and K’ 
are equal then user can confirm the identity of the card. 

 After authentication card by user, user generates temporary key Kt by using function F. 
User encrypt R’ and final session key, that used for future communications, with Kt and 
send it to the card.  
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 Card regenerate key Kt by function F and decrypt user message. Card extract R’ from 
user message and compare it with R, if R and R’ are equal then card can confirm the 
identity of the user. User and card using final session key for future communications. 

 
Using this work will ensure the parties that the message has not retransmitted by an intermediate 
(attacker). If all steps are executed successfully, the session key help card and user can have a 
secure connection for the exchange of information. 
 
4. IMPLEMENTATION 
 
Implementation of SDFS has been done by using the NetBeans IDE 7.2, which use java card 
manager Tool that provides functionality to manage content loaded on smart cards of java card 
technology. Contains APDU manager which enables sending of APDU commands to card or 
JCWDE simulator [12].  For maximum compatibility with existing operating systems, SDFS is 
designed and implemented completely modular and based on the international standards so each 
file system features in one module can easily be added to, or removed from the system.  
 
Modular implementation of system allow us to easily configure the SDFS suit to our needs and 
paved the way for future developments. To avoid programming faults in a configuration of SDFS, 
a GUI for system configuration is designed. This interface allows the system designer to choose 
the required properties. 
 
SDFS can have a separate encryption mechanism so that the operating system and applications 
can benefit from it (For example, the technique that used in the authentication). Based on this, 
possibility of select a default cryptography and hash algorithms is provided for designers and 
developers. If user selects this option, SDFS defined cryptographic classes as standard structure 
(The input and output parameters and functions name) for programmers that they can easily write 
their own codes and don't need to know about other parts of file system. 
    
To review a practical example, the paper will continue to investigate the CREATE FILE 
command. This command has the task of creating a file in the defined path in file tree. With the 
correct run of the command, SDFS assign required memory to the file. Immediately after creating 
the file, file system select the file. APDU format in SDFS is as Figure 5 and Figure 6 represent a 
command for creating an EF file exactly under the MF in file tree that shown in Figure 2. 
 
 
 

 
 
 

Figure 5. APDU format in SDFS is standard APDU format that defined in international standard ISO/IEC 
7816. CLA represent class byte of instruction; Instruction encoded by INS; P1-P2 indicates controls and 

options for processing the command; Lc encode the number of bytes in the command data field; Data field 
contain data value of instruction; Le encode the maximum number of bytes expected in the response data 

field; Response Data contain card answer to the request; Status bytes denoted SW1-

SW1-SW2 Response 
Data  

Le Data Lc P1-P2 INS CLA 

←2 B → ←Nr B → ←0,1,2 or 3 B 
→ 

←Nc B 
→ 

←0,1 or 3 B 
→ 

←2 B→ ←1 B → ←1 B → 
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SW2

 
 

Figure 6. Create an EF under the MF in file tree that shown in Figure 2. The picture is part of java card 
console windows in NetBeans IDE. The status bytes SW1-SW2: 9000 means that the command 

successfully done. 
 

5. DISCUSSION AND EVALUATION 
 
The results of our practical experience in execution different commands of SDFS show that 
between 69% to 86% of running time is related to cryptographic algorithms. These results 
Obtained from the average Ratio of executing commands without using cryptographic algorithms 
to commands using cryptographic algorithms (software implementation) in different conditions 
and with repeated 100 times. Therefore selecting a fast cryptographic algorithm could greatly 
enhance the speed of execution. However should be noted that taking a fast encryption algorithm 
does not lead to low levels of system security.  
 
Since some of cryptographic algorithms such as DES or SHA-1 can implement on java card 
hardware, therefore choose of embedded cryptographic algorithms can greatly enhance execution 
speed. In addition to support this type of cryptographic algorithms (implemented using library 
functions to run on hardware), the file system provide conditions that designers and developers 
can use of their desire cryptographic algorithms (however, due to the structure defined for the 
cryptographic class in configuration time). 
 
Another key feature proposed for the file system is reliability. SDFS ensuring the reliability of the 
system with the following characteristics: 
 

 File system by using a secure key management system ensures that only programs that 
have a legal condition can access to a particular file. 

 The file system by using information encryption and random allocation of memory 
pages ensures that if memory data disclosed, by attacks like full memory read attack, 
information of applications stay highly safe. Although we can't fully ensure that 
information remains confidential, but it can helps to information to be highly safe. 

 Files that are in the steady state before failures occur shouldn’t be damaged. SDFS 
with temporary storage of changes in journal file ensure that until a transaction 
successful not complete, files don't change. 

Card ready to use 

Select SDFS 

Create file INS:E0 

File Data that used by 
SDFS for create and 
initialize header and 
body of new file 
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 If system crash, file system journaling technique help to ensure the recovery of 
damaged file and lead to stable state. 
 

Keys and PINs are sensitive information that security of other information in memory largely 
depend on it. Based on this, file system using secure one-way hash algorithms to ensure that 
sensitive data can’t be recovered under any circumstances. 
 
The algorithm was introduced using one-way and two-way authentication and agrees on a session 
key to provide establishing a secure connection. This structure provides the possibility of 
communicating with different keys for each session with storing a certificate key. The file system 
allows when need to change keys of an application, after authentication, application keys can 
rewrite by file system (Except for special cases where the key is stored on ROM memory). 
 
Although the algorithm is slower than the simple exchange of keys for authentication, but using 
this method greatly increases the security of the authentication and prevent many attacks like man 
in the middle attacks. Also, since the different steps of the algorithm using functions on standard 
algorithms such as RSA, if using the authentication algorithm in cards that have hardware 
implementation of cryptographic algorithms, execution speed will improve greatly.  
 
One of the goals in SDFS design is design a comprehensive file management system that can be 
used in all Java card operating systems or as a separate application. Based on this, system design 
and implementation is completely modular. 
 
File system is compatible with existing international standards of smart card (especially ISO / 
IEC 7816) and as much as possible tried to made high consistency between the implementation of 
commands and standards. Also modular structure allows the programmers to define and 
implement their cryptographic algorithms and use them in SDFS (by consider predefined format 
of input and output). For simplicity and to avoid possible faults in the configuration steps, a 
graphical interface designed to help users to configure DFS based on their needs. 
 
To enhance the software code security, from point of information flow security at run-time on 
smart cards, different configurations of file systems have been analyzed by JCSI (Java Card 
Secure Information flow) [11]. JCSI is a tool for checking secure information flow in Java Card 
applications. The tool performs a static analysis of Java Card CAP files. The analysis is based on 
the theory of abstract interpretation and on a multi-level security policy assignment. Actual values 
of variables are abstracted into security levels, and bytecode instructions are executed over an 
abstract domain. This tool used for discovering security issues due to explicit or implicit 
information flows and for checking security properties of SDFS. 
 
6. CONCLUSION  
 
This article deals with a new file management system for Java Cards. Dynamics and safety are 
features of this new file management system (SDFS). SDFS allows to system developers for 
configure file System with their needs. Using of cryptography algorithms and key management 
system in SDFS enables it to provide high level of security commensurate with the needs of users. 
As well as use of a modular structure in system design allow developers to use of their intended 
encryption algorithms in control conditions. 
 
The authors intend to continue this process to design and implement a dynamic and secure 
operating system for java cards. The new operating system will be designed, like SDFS, fully 
compatible with java cards until users can simply configure the operating system according to 
their needs to having a safe and secure operating system. 
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