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ABSTRACT 
 
The evolution of cloud computing has had a significant effect on our lives and it has brought many benefits. 
Cloud computing is a style of computing which is formed from the aggregation and development of 
technologies such as grid computing distributed computing, parallel computing and service-oriented 
architecture and its exciting for governments and private companies, and it has eager them to take 
advantage of this technology. Because in this model  no needed to additional costs for equipment and 
resources to respond to the request of customers, however in terms of demand and workload, company 
lease and take possession of the required resources, such as servers and virtual sources. In this paper, we 
studied how to use cloud computing in e-government and tried to identify the benefits of the cloud to use in 
the e-government and offer proposals to overcome its shortcomings, encourage and partnership of 
governments and people to use this economical, green and new technology. 
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1. INTRODUCTION 
 
Today, people expect that all services and public services should be available at the least cost, 
maximum speed and the minimum time it takes, therefore, it is critically important that 
governments are able to provide the best service which people expected. So over the years, 
developed and developing countries, began to accelerate the move to online services and create a 
greater engagement with citizens, and the promotion of best practices they may provide for daily 
activities, especially in government departments who interact directly with citizens. 
 
Every day we are observing the expansion and complexity of the e-governments So that the Size 
of their computational data is increasing daily. Thus, a suitable model for implementing e-
government is required to include System efficiency and user satisfaction [1]. As we mentioned 
Cloud Computing was introduced in other styles, such as Grid computing and service-oriented 
architecture, also the latest and most complete model for implementing E-government is cloud 
computing. A model for cloud computing is important because, with significant potential for cost 
reduction, through optimization and performance, increase economic efficiency. The other 
benefits of cloud computing in e-government should not be ignored of course. Which security, 
integration and reusability of services can be noted [1]. 
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2. E-GOVERNMENT 
 
Today, the use of ICT in order to improve efficiency and effectiveness, transparency and 
comparability of financial and information exchanges within the government, between the 
government and its subordinate organizations, between government and citizens, and between 
government and the private sector, is called "E-government" [2, 3]. The definition of E-
government as suggested, is for the purpose of the creation of such a government to take 
advantage of new technology to provide better service to citizens as well as the interior repairing 
of the government. E-government innovation processes are involved in monitoring and improving 
the efficiency and effectiveness of government. In addition, it will create more chances for citizen 
to participate [4]. E-government changes the unidirectional (up to down) relationship into an 
interactive relationship between the government, citizens, businesses, governments and other 
public sector employees [5]. Symbols indicate that a government can link government 
departments and individuals to each other’s. E-government symbols are shown as follows, and 
each symbol will be explained separately. 
 

 
 

Figure1. Symbols of E-Government 
 

 The interaction between government agencies (G2G): This virtual interaction is 
between non-governmental organizations, agencies, authorities and other government 
agencies, departments and authorities [6]. In this regard, the organizations in various 
fields that need information, they can access this information through the network and 
provided their services quickly to citizens. 

 The interaction between government agencies and business (G2B): This type of 
relationship was a relationship that developed first, in this context, paying taxes, 
obtaining data, facilities and various licenses various are the content of this interaction 
[6]. 

 The interaction between government and citizens (G2C): The most extensive 
application of E-government, is a government-citizen relationship and vice versa. This 
relationship involves getting information by citizens from government organizations and 
service delivery from government to citizens in the way of electronics. 

 Interaction between government and government employees (G2E): Personal 
information of employees, personnel services, and other information sharing among 
government agencies and government employees are placed in this framework [6]. 
 

Many countries have attempted to implement e-government to realize their goals with the 
principles mentioned above. Some of these countries have achieved remarkable successes in this 
area. Based on the Waseda University Institute ranking which is presented in March 25, 2013 
Singapore is at the forefront of the most successful countries in implementation of e-government 
[1]. The top 20 countries in implementation of e-government ranked by the Waseda University 
Institute are listed in Table 1.  
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Table1. The top 20 countries in implementation of E-Government [7] 
 

Score  Final Ranking  No  

94.00  Singapore  1  

93.18  Finland  2  

93.12  USA  3  

92.29  Korea  4  

88.76  UK  5  

88.30  Japan  6  

87.80  Sweden  7  

83.52  Denmark  8  

83.52  Taiwan  9  

82.54  Netherlands  10  

82.10  Australia  11  

81.78  Canada  12  

81.33  Switzerland  13  

80.08  Germany  14  

79.11  Italy  15  

77.29 New Zealand 16 

75.53 Norway 17 

72.01 Belgium 18 

71.76 Estonia 19 

69.49 France 20 

 

There are seven main indicators  used  to  rank  the  e-Government  development  of countries  in  
the  world.  These indicators are Network Preparedness, Required Interface-functioning 
applications, Management Optimization, National portal, CIO in Government, e-Government 
Promotion, and e-Participation (Digital  Inclusion) [7]. 
 
It shows that governments provide more advanced e-service delivery, better access to 
information, more efficient management and  improved  interactions  with  peoples,  primarily  as 
a result of increasing use by the public sector of information and communications technology[6]. 
 
3. CLOUD COMPUTING 
 
Cloud computing have various definitions which some have been brought here. Many scientists of 
the National Institute of Standards and Technology that work on cloud computing in America 
define it as follows [8, 9]: " Cloud computing is a model for enabling convenient to access to 
networks and applications quickly, common set of configurable computing resources (e.g., 
networks, servers, storage and applications) that can work with little or interfere with the service 
provider to provide or be released immediately.". 
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Figure2. NIST Cloud Definition 
 

Following the definition of cloud computing, we should comprehend their important features, 
developed models, the way of using services and also the way of protecting it, in order to know 
well and accept it [10].  
 
At present, the three types of services are known commonality [8, 9]: 
 

 Software as a Service (SaaS), services that provided by this layer, using applications 
that are running on a cloud infrastructure, and it is available through an interface such as 
a web browser [11]. SaaS is a fully operational environment for program management 
and an interface [12]. In this section, the client, does not control or manage any cloud 
infrastructure including network, servers, operating systems, storage, and application. The 
exception of it is just limited setting in user-level [13]. 

 Platform as a Service (PaaS), in these kinds of services, client is possible to put 
application or purchased programs on the cloud infrastructure set [11]. In this case the 
customer does not control or manage any cloud infrastructure, network, servers, and 
storage space underneath. But the application is placed on self-control [13]. 

 Infrastructure as a Service (IaaS), this form of service delivery has provided an 
opportunity for customers, such as processing power, storage, networks and other 
fundamental computing resources, and even the operating system and applications [8]. 
The customer does not manage or control the underlying infrastructure, the operating 
system, programs and data storage are controlled by her. In this type of service, a virtual 
server on the cloud is completely in the service of the customer [11, 13]. 
 

NIST defines four types of models as follows [8, 9, and 12]: 
 

 Public cloud: Public cloud infrastructure is available for public use, in which the 
resources and the Internet Applications and web services are available through the 
internet .And to provide the infrastructure for implementing it, public organizations help 
[14].  

 Private cloud: Private cloud, use for the exclusive use of only one organization, so 
everyone in an organization could access data, services and application programs, but 
users outside of the organization couldn’t access to the cloud [9, 14]. Cloud 
infrastructures can be used only in one organization [13]. Thus, private cloud 
infrastructure management and protection of information is entirely self-organization [9].  

 Community cloud: community cloud used to service to a public. The grouped cloud 
infrastructure may be shared between one or more organizations, but the important point 
is that the requested demand is shared between all, and they have the same policy, 
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security, etc., in looking for a specific program. In The community cloud, a group that 
supports specific functions such as security needs, and this sharing among multiple 
organizations will be lead to concerns [13]. 

 Hybrid cloud: latest model is hybrid clouds which are a combination of two or more 
clouds (public, private or group). In fact it is an environment where multiple internal and 
external cloud service provider, are used [14]. In other words, clouds retain their unique 
identity but also their alliance as a unit [12]. 
 

Here are the five key features of cloud computing [8, 15]: 
 

 Service demand on self. Using this feature when needed the customer can easily and 
automatically access to computing facilities like server, net, storage and soon from any 
provider. 

 Ubiquitous network access. It implies that the facilities are accessible on the net and 
they can be used following standard methods. The methods which support weak and 
strong clients like laptop and mobile phones. 

 Location-independent resource pooling. This features pools different customers needed 
resources in the same place dynamically by the providers. These resources can include 
the storage, memory, the bandwidth of net and virtual machines.  

 Rapid elasticity. Using this feature, the facilities can be provided rapidly and with high 
elasticity and can be expanded or release fast. In other words the services can always be 
updated and improved and accessible for the users.  

 Measured service. This feature enables monitoring, control and reporting of the 
resources, and can apparently control and report the amount and quantity of resource 
using for both customer and the provider of the infrastructure. In other words all these 
features cover the coherence and appearance of the clouds. 
 

While the all five basic and useful feature of almost all matters, the following benefits can also be 
added to the list [12]. 
 

 Lower costs 
 Ease of Use 
 Quality of Service 
 Reliability 
 Management of Information Technology  
 Easier maintenance and improved facilities 
 Low-cost technology 

 
4. BENEFITS OF CLOUD COMPUTING FOR E-GOVERNMENT 
 
Cloud computing have many benefits in different parts of e-government. These benefits are not 
limited to the contents discussed in this section. 
 

Table 2. Benefits of cloud computing for e-government 
 

Auditing and logging Traceability is required for any change in the information content of E-
government services. Corruption in government organizations can use IT 
services and managed service providers’ responsibility. System Security and 
Audit process should be performed periodically to ensure system security 
[3]. Cloud can analyze huge volumes of data and help to detecting any 
fraud. This can provide and put defense mechanisms in order to help to 
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enhance the security, so it can result reliability and availability of the 
applications can be created [16]. 

Rapid elasticity Cloud computing is designed to provide services with unlimited scalability 
which is regarded as one of its basic features [17]. Customers have access to 
a huge pool of virtual resources which allows them to respond to 
unpredictable periods of peak load with an efficient, flexible and cost-
effective method [18]. Therefore, performance and economic stability is 
balanced. In addition, cloud computing resources can be purchased 
automatically in any quantity at any time [1, 19]. 

Cost and efficiency  The service models of cloud computing have focused to provide economical 
services to companies and Government agencies. It creates an opportunity to 
change from costs of investment to operating costs by reducing the cost of 
purchasing very expensive systems and employ professional employees to 
manage and maintain [19]. Hence one of the major barriers of having a huge 
and expensive technology infrastructure will be reduced and new 
opportunities for investment in developing countries will increase further 
[1]. 

Disaster Recovery  It is really critical issues for the survival of many organizations to ensure 
that if they have the ability to survive the events which may IT 
infrastructures have to be induced [1]. Natural disasters such as floods, 
earthquakes, war and civil disturbances cause that the e-government 
applications lost or to be out of service. Despite the different facilities in 
separate geographical areas, copies of complete backup of data and recovery 
solutions must be exist [16]. This can cause very big problems. Applications 
and data need to be replicated in multiple data centers because it makes 
possible to switch from one data center to another data center when we need 
to recover damaged data in the shortest time. Virtualization technologies of 
cloud allow to backup and restore the data. The migration of applications 
provides more integrated than traditional data center. Cloud contributes to 
increase dynamically the number of references to keep the quality of service 
even in overloading time, which is the common in the government in 
general [16]. Disaster recovery plans in the clouds as well as more options 
for organizations restore data quickly and effectively than traditional model 
which provides disaster recovery [17]. In this type of disaster recovery, cost 
and recovery time reduced [19].  Governments can save a backup server on 
a daily basis by using the cloud as a backup for disaster recovery and also 
they can store it out of the site by using a third-person service provider who 
store in different locations. 

Security The cloud computing which is presented after technologies such as service 
oriented architecture brings not only the benefits of these technologies, but it 
is trying to fix their flaws as well [1]. To implement e-government, One of 
the major challenges of governments, was security issue particularly data 
security which before cloud computing created many problems including 
disruption of servers or data centers, lack of access to certain services at 
certain times of year, such as voting and election days for governments and 
users but Implementation of cloud computing includes advanced security 
technologies. Having a pool of resources enables cloud providers to 
concentrate on all of the security resources in order to secure the 
environment. Also the automation within the cloud along with focused 
security resources creates advanced security features. Nevertheless no 
system can fully ensure the security [1].  
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Attention in an 
environment 

The use of ICT systems in the public sector has created a negative impact on 
the eco So that rate of carbon dioxide increases and requires more power 
consumption [20]. Cloud computing is relatively appropriate for low energy 
consumption and provides compatible environmental systems through 
virtual services. By using Virtual Services the power consumption of a 
typical PC reduced by 90% [21]. Recently has been paid much attention to 
the impact of data centers. Power consumption and electronic waste bring 
environmental impacts in the air [16]. This could be one reason for the 
government's move towards the cloud. Instead of building new facilities, the 
cloud provides the possibility of centralizing utilities. 

Data Scalability The database should be scalable in order to cover the amount of increased 
data in e-government applications over the years. While ensuring the 
integrity of data in a relational databases are low [16]. Cloud database has 
Scaling capabilities and can be used for this type of applications. This 
database becomes large without disruption to its ‘performance. The foremost 
concern is the on-demand scalability and if the highest levels of scalability 
with high distribution capability is needed but not in the normal condition, 
increase in the scale, cloud databases used [3]. 

Policy management An application of E-government policies should be implemented by the 
government in dealing with its citizens [16]. These policies should be run 
based on infrastructures and data center to aim better daily performance. 
Cloud Architecture assists in the implementation of this policy in data center 
[3]. Security policies, and deploy applications in the data center can be 
planned and implemented. 

 
5. CONCLUSIONS 
 
Due to the rapid growth of technology, it seems that in future the cloud computing will support 
many information systems. And this is because of its advantages over its shortcomings in the field 
of information security and communications. Cloud computing by providing a new architecture 
will overcome all the vulnerabilities in current information systems. By considering the numbers 
advantages of cloud computing such as affordability, location independence, scalability and 
security of information systems which are the main pillars of success in E-government, so we can 
create an E-government with a wide range of audiences in a database with a comprehensive, 
effective and efficient environment. After introducing some of the benefits of cloud computing 
related with e-government, overall evaluation of using cloud computing in e-government’ projects 
is shown in Table 3. 
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Table 3. Evaluating cloud computing related to e-government 
 

Result Evaluation 
Criteria 

Improve business 
Improve the quality of services and applications 
availability of services and resources on-demand 
Increased access 

  

 
Universal access  
Increased satisfaction and participation 
Integration and better interaction between organizations 
Create newer and better services along with lower cost 
Transparency and ongoing evaluation of services and monitoring of events 
in time 
Overcome geographical, hardware and software limitations 
Economic growth  
Easy access to applications and data 
Reduce corruption  
Reduce implementation costs 
Reduce the time  
Technology development 

 
  

Performance 
 
 
 
Benefits  
 
 
 
 
 

 

From this paper can be concluded that developing and even developed countries have critical 
need to create e-government to reduce implementation costs, economic growth and also having 
sustainable development in this economic situations and the best way to achieve this matter is the 
use of green and cheap cloud computing technology. For achieving e-government based on cloud 
computing participation of countries with each other on technical and legal issues is code key. 
And it can solve the problems and challenges on the way.  
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