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ABSTRACT

Integral attack is a powerful method to recover the secret key of block cipher by exploiting a characteristic
that a set of outputs after several rounds encryption has ( integral distinguisher). Recently, Todo proposed a
new algorithm to construct integral distinguisher with division property. However, the existence of integral
distinguisher which holds in additional rounds can not be denied by the algorithm. On the contrary, we
take an approach to obtain the number of rounds which integral distinguisher does not hold ( upper-bound
integral distinguisher). The approach is based on algebraic degree estimation. We execute a random search
for a term which has a degree equals the number of all inputted variables. We propose an algorithm and
apply it to PRESENT and RECTANGLE. Then, we confirm that there exists no 8-round integral distinguisher
in PRESENT and no 9-round integral distinguisher in RECTANGLE. From the facts, integral attack for more
than 11-round and 13-round of PRESENT and RECTANGLE is infeasible, respectively.
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1. INTRODUCTION

1.1 BACKGROUND

Integral attack was proposed as SQUARE attack [1], and Knudsen et al. formalized it as integral
attack [2]. The attacker can recover the secret key by exploiting integral distinguisher which is

obtained by 2" chosen plaintexts, where n must be less than the block length M (n < M). A set of
chosen plaintexts is encrypted for multiple rounds to make a set of outputs and we compute
integration (XOR summation) of the set. If there exist a bit whose integrated value is constant for
any secret key, we can define integral distinguisher.

Conventionally, we exploit two characteristics to construct integral distinguisher. One
characteristic is based on algebraic degrees of boolean functions [3], and the other is on bijective
functions inside the cipher function [2]. Recently, To do proposed an algorithm to construct
integral distinguisher by division property [4] which can exploit both characteristics. Using
division property, full-round integral attack on MISTY1 was announced in CRYPTO2015 [5].

By overestimating algebraic degrees of nonlinear functions, the algorithm can effectively con
struct integral distinguisher. Owing to the overestimation, however, it is impossible to deny
integral distinguisher in additional rounds [6]. For example, algebraic degrees of all output bits of
S-box are regarded as 3 in PRESENT, though there is an output bit which has a degree 2.
Division property can obtain 6-round integral distinguisher [4], however, Wu et al. showed 7-
round integral distinguisher using the fact [7]. Because of the output bit with degree 2, the
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algebraic degree increases unevenly when a round function of PRESENT is iterated [7]. Also in
SIMON family [8], there is the same problem. In SIMON32, there is a gap between integral
distinguisher constructed by division property [4] and one experimentally constructed in [9].

In order to solve the problem, the same author proposed similar algorithm using bit-based division
property, and applied it to SIMON family [6]. As for SIMON32 (32-bit block cipher), the
algorithm succeeded to construct the same integral distinguisher of [6]. However, it can not be
applied if the block length is large since time and memory complexity increases in exponential
order with the block length. Because of the complexity, it can not be applied to SIMON48.

Aside from division property, Perrin et al. proposed high-degree indicator matrix (HDIM) which
can be used to search for integral distinguisher [10] in FSE2016. This is experimental method
whose time and memory complexity increases in exponential order with the block length.
Therefore, it is infeasible to compute HDIM when the block length is large as well as bit-based
division property. They showed the existence of some patterns in the HDIM which holds any
Feistel structure, however, their application is restricted.

In spite of remarkable advances in this research field, the feasible algorithm to obtain supremum
integral distinguisher is still an open problem. Note that we define supremum integral

distinguisher as y-round integral distinguisher such that no (y + 1)-round one can be constructed.
1.2 CONTRIBUTION
As a new solution, we propose an algorithm taking following three approaches.

(i) We focus on analyzing integral distinguisher which we cannot construct. We define such
integral distinguisher as upper-bound integral distinguisher. Using it, we can obtain the
number of rounds which integral attack is invalid. As we can construct integral
distinguisher in additional rounds by increasing the number of chosen plaintexts [2], we
consider integral distinguisher which is obtained by the maximum number of chosen

plaintexts. Itis M1 (n=M — 1) in M-bit block cipher.

(i) In order to achieve the objective of (i), we search for intermediate bits whose integrated
values change depending on the secret key. We define such bits as unbalanced bits. We
regard each intermediate bit as a boolean function expressed by the algebraic normal
form (ANF). If there is a term in the ANF such that its degree is n and its coefficient
changes depending on the secret key, the bit is unbalanced bit. We aim to show the
existence of such a term in the ANF. We propose term-expression set and term-expression
chain to express any term in the ANF effectively. By expressing terms, we can check

their degrees and coefficients.

(iii) Since the number of all terms increases in exponential order with the number of variables
and rounds, we limit the number of terms we check depending on the computer
environments. In order to search the terms explained in (ii), we propose a randomized
algorithm to determine whether the bit is unbalanced or not. When we apply the proposal
algorithm to all M output bits in y-th round, we can determine if we can construct -
round integral distinguisher or not. If we cannot construct it, upper-bound integral
distinguisher is y-round one. number of terms.

We demonstrate the proposal algorithm in two 64-bit block ciphers PRESENT [11] and
RECTANGLE [12]. As a result, we find that all bits in 8th round of PRESENT and 9th round of
RECTANGLE are unbalanced bits. Therefore, upper-bound integral distinguisher is 8-round and
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9-round integral distinguisher, respectively. In other word, there is a possibility that the attacker

can construct 7-round and 8-round integral distinguisher, respectively. Using the most effective
key-recovery technique for these two ciphers proposed by Zhang et al. [13], we estimate the
number of rounds in which integral attack is invalid. Then, we confirm that it is infeasible to
attack more than 11-round of PRESENT and 13-round of RECTANGLE. Hence, we conclude
that full-round PRESENT (31-round ) and RECTANGLE (25-round) are secure enough for
integral attack.

Conventionally, we show the number of rounds we can attack to determine the security margin.
Our approach is different from the concept. We aim to show the maximum number of rounds we

cannot attack. The parameter is more effective to determine the security margin. To obtain the
parameter, the algorithm obtain upper-bound integral distinguisher by estimating algebraic
degrees.

2. PRELIMINARIES
2.1. ALGEBRAIC NORMAL FORM

Let f be a boolean function of » vaniables (f : F} — F,). The algebraic normal form (ANF),
polynonual representation over F», of 5 1s wriften as

f& = P al |5 M
AL il

where P(Iy) denotes the power set of Iy = {0,1,...n — 1} and X = (xg,x1,...,x,1) € F}. Note that

ar [ 1y 1s called ferm and it is composed of coefficient ar and monomial | ;7 xi. A term whose

monomual 1s 1 1s called a consiant term. For any I, we can compute the coefficient a7 as

a= 1w @
XePsupp(X)cT
where supp(X) = {i € Iy | x; = 1}. Let deg(f) be an algebraic degree of f and 1t 1s defined as the
maximmm |7, s.t., ay = 1.

2.2. PRESENT AND RECTANGLE

PRESENT [11] and RECTANGLE [12] are 64-bit lightweight block ciphers based on SPN struc-
ture which has three layers in each round: AddRoundkey, SBoxLayer and Player. Both ciphers
has two variations of key lengths, 80 and 128 bits. PRESENT and RECTANGLE iterate 31 rounds
and 25 rounds, respectively. In AddRoundKey, a round key X! ¢ F§* is XORed in r-th round.
Then, a 4-bit Sbox § is applied to each 4 bits of 64-bit block in parallel in SBoxLayer. Fimnally,
a linear permutation x - F5* — F5* is applied in PLayer. S-boxes of PRESENT and RECTAN-
GLE are bijective function (S : F} — FJ), and it is a vectrial boolean function from input bits
(2, X1, x72.x3) to output bits (g, 4, 42, y3). The ANF of S-box of PRESENT 1s:

g = l& Xg B x0 B x3 Bapan & XXy S XpXrxy B Xpx Xy
i1 =18 xpS x; & xpx2 S xpx3 B xox3 S XXz & XgX X3
2 = xp & x2 8 xpx2 @ xpxy B x1x2x3 B apraxs S xpx1x3

3= XS x] S x3 B XN (3)
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Also, one of RECTANGLE is:

o =18 x38 %3 & xpx0 & xpxy S xpx) & xprxs
y1 = xpE xS ® g &gy
2 = x1 B x2 & x5 D xpxz

y1=18xp%x) & x3 & xpx2 S xpx] & xpx2X3. (4)

TP
K1'—1
S|l S SIS S SUS||S|S]|S SIS S SIS )
R R A S A R R e I R I
e S ST A Sse S E e

Figure 2: Round Function of RECTANGLE.

2.3. INTEGRAL DISTINGUISHER

We denote an output of th round by X" = (x}.x]. ....x}, ,), where the plaintext is denoted by ¥°.
The attacker chooses n bits X = F¥ from X7 as variable (n < M) and C F%f'" as constant. Let I; be
an index set of variable bits and I one of constant bits (|Iy] = n, Ucl = M —n). For example, we set
Ly=1{1.2....M — 1} and I = {0} when all bits other than lefimost bat xg 15 chosen as variable. The
attacker prepares a set of 2" chosen plaintexts in which X takes on all values through the set and C
is an arbitrary constants. Let K € - be all round-key values used for encryption. Also we denote
K and € as a set E = {K, C}. The value of X is unknown for the attacker and one of ¢ 1s known.

Suppose that /-th bit of y-th round is denoted by x; = fz(X), where fx : F; — F» is a boolean
function defined by the structure of cipher function and the values of . We define integral of x]
as an XOR summation for all chosen plamntexts. An integrated value of x] has following property.

B ol
TeFIn) il

Frm=E
XeRy

XePy

]'O if deg(fic) <n
_J0 i )
1 1 if deg(fx)=mn

If an integrated value is constant for all K, we can define -round integral distinguisher. Since

our focus is only on integral distinguisher, see [14] and [13] for techniques to recover round-key
values.
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2.4. BALANCED / UNBALANCED BIT
We introduce following three cases related to Eq.(5).

case 1: VYE.deg(f) < n e VE, a5, =0
case 2: VE.deg(fe)=n = VE, a5, =1
case 3 : Otherwise < JK,a;, = 0and €. ap, = 1

Note that ay, is a coefficient for a monomial [, x? in the boolean function fi (see Eq.(5)). In
case 1, the algebraic degree 1s upper-bounded by » — 1 and the attacker can predict an integrated
value as 0. In case 2, 1t is always » and the attacker can predict an integrated value as 1. Since
the attacker can predict an integrated value of a certamn bit both 1n case 1 and 2, he use the fact to
recover some round-key values. If a bit x] = f(X) 151 casel or 2, ue express x 15 balanced bit.
In case 3, the inteprated value of x] 1s unpredicable, and we express x] 1s unbalanced bit.

3. RELATED WORKS

We show three works related to integral distinguisher, division property [4], bit-based division
property [6] and HDIM [10]. These three works have similarity with our method, since they use
the ANF and estimate algebraic degree to construct integral distinguisher. We use three cases
shown in Sec.2.4 for clarifying objectives of these works.

3.1. DIVISION PROPERTY [4]

The major difference between division property and bit-based division property [6] is in the way
to regard M-bit block. The former assumes it is composed of ! m-bit words (M = | _ m), and the
latter simply assumes it is composed of M bits. Generally, m-bit words are defined by nonlinear
function such as S-box. We construct integral distinguisher in word unit by using division
property. Specifically, we can determine all bits of each word are in case 1 or not exploiting the
structure of round function. The structure is used in the propagation rule of division property, and
division property holds independently of round-key and constant values in K. The objectives of
division property (bit-based division property) and HDIM differ in this point.

Let X" = (xj.x},...x%, ;) € F) be an output value of r-th round, and X its set which 1s obtained
by 2" times encryption i the integral attack scenario shown m Sec.2 3. Using m-bit words, we
rewrtte it as X” = (x}.x},...x] ;), where x7 € Fy. We denote i-th bit of_-.r’ by x[i(= x,;.,)- Let
U = (ug.uy....up 1) € B (u; < Fy) be panty \x.ords and i-th bit of u; 15 wrlrten as uJ.[z] Also,
(L) = (w(ug). win). .. u-(m 1)) € Z' 15 a vectorial Hamming weight of I/, We define division
property by Dy, where V 1s a set of vectorial integers ¥ = (Vp, 11, ..., ¥1.1) € Z1. If w(u;) = ¥, for
all j, we define the relation as W(U) > V. Bit product of X" for U 1s defined as [ 11} [ 17 ([T,
where (1';[5])0 =1 and (.r;[z']}l =x[i]. An integrated value of bit product for all ¥ has following
property when X" has division property D-.

-1 m-1 S
M ol _ unknoun AV e W, W=V

(x’; ©
5 :L = sl A { otherwise )

TeX"

:H/
G
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In D, if V¥ ¢ W osatisfy 77 = 7, ¥ 1s removed from W as W\ {F7}.

Each bt x[1] 1s expressed as a boolean function, and bit product []ﬂ,.‘:}] I [}?;al(x;:[f]j'.'[f] 1s also a
boolean function. Then, we consider three cases shown in Sec.3 m the boolean function. If an
integrated value equals 0 in Eq.(6), then the boolean function is in case 1. This is what Eq.(6)
implies, and it does not consider case 2.

In [4], the author shows some rules for propagation of division property in iteration of a round
function. Especially in m-bit non-linear function, we need to assume that all output bits have the
same algebraic degree, since we consider the propagation in word unit. We assume that all output
degree is overestimated, otherwise, Eq.(6) does not hold, since algebraic degree of bit product is
underestimated. As mentioned in Sec.1, it is impossible to construct 7-round integral distinguisher
by using division property from the above.

After some iteration, if ¥; = 2 for 77 ¢ ¥, all bits of i-th word 15 in case 1 (balanced), and the
aftacker can exploit it. If there isno ¥ ¢ W, st ¥; = 2, we assume that all bits of i~th word 1s
i case 3 (unbalanced). We apply the propagation rules of the round function until we confirm
that all bits of all words are unbalanced. Note that the number of elements [V| increases in the
iteration. However, it 1s feasible to store all of them and apply the propagation rules in realistic
time, since we can truncate redundant elements in .

3.2. BIT-BASED DIVISION PROPERTY [6]

As mentioned in Sec 3.1, word 1s not defined in bit-based division property. Therefore, we define
bit-based division property by redefining Eq.(6). We use X" = (x.x}....x}, ;) € B and U =
(uo.u1. ...,up1) € F3 defined in Sec.3.1. Bit product of X* for U is redefined as [ [ "(x7)*, whre
(x1% = 1 and (x})! = x]. Also, we define bit-based division property by Dy, where ¥V and W
are sets of M-bit values ¥ € F)! and 7 e F. An integrated value the bit products has following
property in Dy .

A1 unknown AV €V, supp(U) 2 supp(V)
B em=0 WeW, U= )
reir i=0 ]
0 otherwise

In Dy w, i 7 eV and W e W satisty supp(F) C supp(W), W 1s removed from W as W\ [}, Also, if
V.V eV satisty supp(V") C supp(¥) , V' 1s removed from ¥ as W\ {F7}.

The basic idea is the same as division property, however, we consider case 2 m bit-based
division property. We consider three cases shown in Sec.3 in the boolean function [ ] ().
If an mtegrated value equals 0 or 1 in Eq.(7), then [, ¥ 15 in case 1 or 2, respectively. This 1s
what Eq.(7) implies.

In [6], the authors show some rules for propagation of bit-based division property in iteration of
a round function. After some iteration, if I; = 1 and 7, = 1 for 7 € V_ i-th and 7-th bits are in case
1 (balanced) individually, and the attacker can exploit it. This 1s equivalent to determination of
balanced bits in division property. In addition, we consider case 2 i bit-based division property.
If two values W; = 1 and W, = 1 1in W € W, i-th and 7-th bits are in case 2 (balanced), and the
authors used them for obtaining balanced bits in additional rounds. If 7; = 1 and all other values
are O for 7 € V, i-th bit is in case 3 (unbalanced).

The way to estimate complexity to compute bit-based division property has not yet been clarified.
However, it needs much more complexity than the conventional division property. The
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complexity of bit-based division property increases depending on the block length M. Therefore,
the authors only show integral distinguisher of SIMON32 (32-bit block length).

3.3. HIGH-DEGREE INDICATOR MATRIX [10]

High-degree indicator matrix (HDIM) A for a bijective function Ep : FY¥ — F¥ is defined as
follows.

HERLA= e, ®

eFlt=0

where ¢; : FYf — F is an i-th coordinate of Ex and X = (xJ.x{....x, ;) 15 a plaintext m which
only x{ is always 0. Note that E is a cipher function defined by round-key values X (see Sec2.3).
Computation of each coordinate Eq_.(8) is equivalent to Eq.(2). If H(Ex)[7. /] = 1. then ¢; has a term
[z, x°, where Iy = {0, 1, .., M — 1)\{j}. Therefore, ¢; : Fi{ — F, has degree M - 1. If H(Ep)[i. /] = 0
holds for all K, case 1 holds (n = M — 1). Therefore, i-th output bit is balanced when all Af — 1 bits
other than j-th bit are chosen as variable. We can say the same thing for H(Er)[i.j] = 0 and case
2 In order to show case 3, two keys K and K’_ st H(Eg)[i./] = 0 and H(Ep)[i. j] = 1 should be
found.

In order to compute HDIM, it needs M *2""' times encryption, and it is infeasible when M is
large. Also such computation should be repeated by changing the value of K adequate number of
times to conform integral distinguisher [9]. As a feasible technique, the existence of some
patterns in the HDIM of Feistel structures is shown. However, the pattern cannot deny the
existence of integral distinguisher which holds in additional rounds. Also for other structures, we
still have to compute Eq.(8). Therefore, application of HDIM is highly restricted.

4. NEW METHOD TO EXPRESS TERMS

As shown in Sec.2.4, the coefficient a;, will decide whether x; = fx(X) 15 balanced/unbalanced.
Using HDIM., aj, can be obtained if we repeat computation of Eq.(8) by changing the value of K,
however, it 15 infeasible as mentioned in Sec.3.3. Therefore, in the same manner with bit-based
division property, we exploit the structure of round function and obtain a property which holds
for any K.

Generally, the ANF of single round function is easily obtained, however, it is difficult to obtain
the ANF after some round iteration. From plaintext side to ciphertext side, the ANF is obtained
by repetition of substitution and expansion of polynomials. We call this method straightforward
method. If we can execute straightforward method, we can express the coefficient awas an AND
product of round-key values K and constant bits C in K. Since it is infeasible when the number of
rounds is large, we take another approach for the same objective.

We mtroduce term-expression set and term-expression chain in Sec 4.1 which are used to express
smgle term of the ANF. In the expression, we can check a degree of this term, and we search for a
term whose existence implies case 3 shown in Sec.2 4. We use the fact that case 3 holds if there 15
a term which has a degree » and its coefficient ay, varies with K. If we can find af least one term as
above, case 3 holds and we can determine x; 1s unbalanced bit. As opposed to the related works
shown in Sec_3 or other works [2][15][14][16], we aim to search for unbalanced bits. However, we
need to consider bijective functions m the cipher function [2], therefore, we modify the proposal
method in Sec.4.2. Also, we show the way to reduce the complexity in Sec.5.1.

15



International Journal on Cryptography and Information Security (IJCIS), Vol. 6, No. 3/4, December 2016

4.1. TERM-EXPRESSION SET AND TERM-EXPRESSION CHAIN

By the calculation from ciphertext side to plaintext side, we can express any of terms of x] as
follows. Let X" = (xf, x], .... X}, ;) be an output of r-th round. We use the ANF of a round function.
For example in PRESENT [11], 3rd output bit of 7-th round x7 1s obtained as

g =@ ok e o e
@(1 @H_,_I)IE_I @]ﬁ'—lé—l@%—légxz—lﬁ_"—l’ (9}
where i~! € F, is a round-key value XORed with /! in AddRoundKey. Let p} be any of all terms

mn x;, and there are 6 ways to express pf from Eq.(9). Let I[w] be an index set which 1s given by
indexes of variables i w-th term of the ANF of round function, e.g_, Iy[2] = {1} and [,[5] = {1.2}.

We denote w; as the number of all terms n the ANF of round function (w € {0, 1, ..., w; — 1}). Note
that I[w] 15 an empty set when the term 1s constant, e.g., [,[0] = ¢. Using Jz[w], pj 1s obtained as

7t (10)

Ph=ay |
el [w]

Note that azp,; is a coefficient for the monomial given by I[w]. e.g., arpy = 1¢8 ' andazgs = 1. In
Eq.(10), the AND product 15 applied for /-1, since an AND pmdu-:t of xt becomes a poljmcuual
and 1t contradicts with the definition of p7.

Each p}~! in Eq.(10) is expressed as an AND product of terms in the ANF of coordinates in
X2, Therefore, p} 15 obtained as

| 2 1n

#el[u]

Pi=an | |
il [u]

ar[u]

For all 7 € I[w], we define L[w] by choosing w € {0,1,...w; — 1}. We can uniquely obtamn a
coefficient az,; and monomual [ [; .z, P2 from Lw]

The above procedure can be repeated. If it 1s repeated for » times, pf can be expressed as
ay [ 1,77, where I C Iy (see Sec.2.3 for Iy). To formalize the procedure to express a term, we
define following variables (r,# € {1,2, ...,y}).

| |
|

[
]Ir’_l = i-{:[wlllfe |\_J If [L‘I-I]sl‘l-IE {0,1,--,&!!‘_1}

| L[ulel
F=|r.rl...r}
1
e
el \[wlel”
SIEs
Ty [wlelr \iely [w]
pj=a'p! (12)
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To obtain a term p] of x] = fz(X). we divide 1t into a coefficient ! € F; and a monomial p"! € Fs.
As we set I = {f[w]} by choosing w successively, we calculate as [' — I'! ... 5 I Then we
can obtain I'. We call " term-expression set and I' term-expression chain. As shown in Eq.(12), the
monomial p'! requires I, however, the coefficient o"! and the term pj require I'.

‘We need to choose w out of all w; possible terms in the ANF of round function when we obtain
-1 from I’ . Note that we regard term-expression set I as a multiset. For example, we suppose
I = {Z; [w)]. I;[w]}, then p™* is obtained as:

pr—l - | l p;’—l

eIy [wldy [w]}

=[] az
= [w]

From the definition of pi~1, p/~1p/~! equals an AND of any two terms in xJ'. If we regard I" as a
set, p~! equals any single term of x’~! and we can not fully express the monomial ™. Hence,
I” should be a multiset. Note that we regard | |, o J:[w] as a multiset for the same reason in
Eq.(12). We can dertve L{w], ay[w] and w; by the ANF of round function such as Eq.(9).

By repeating the procedure shown in Eq.(12) for y times, p] is expressed as a°p°, and p° is
written as

SInE o

I [ulel! iy [u]

We express po using n variable bits X in plaintext X° (see Sec.2.3). Then, Eq.(14) is rewritten as

0

— 0
p= G

I [wlel! La’.- [wll iele  iely [v]) iy

= AcPx,

where

ac = c; |

c']
ile
L [wlel* [f'EIf [l i€l

pPx= x?} . (15)

I fulel! L-f, [w]] lv

Hence, we can express a mononual py using I' and a term p] = a’acpyusing I'. Since the number
of variables included in py equals the degree of p]. it is easily checked. Also, we check if a%c
varies with the values of . Then, we can determine whether the existence of this term implies
case 3 or not.

4.2. CONSIDERATION OF BIJECTIVE FUNCTIONS

If we find a term which implies case3, x] = f;(X”) may be balanced because of the existence of
byjectrve functions in the cipher function [2]. We show the reason and the way to consider them.
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Let F : Ff — F; be a bijective function included in the cipher function. Note that F 1s a random

function defined by ¥. If a boolean function f 15 a composition of F and f (fx = f o F), we can
express fx(X) by the ANF as follows.

felX) = f(F(X)
= fe(X)

= 69 ar J ['cf (16)

FeP(E) (ra)el

where I3, 1s an index set (r.7), st., x] equals any of coordinates of X" = F(X) (II,,| = »). Simce n bits
X" are output bits of intermediate rounds, we use (r.7) as an element of I}; As a toy example, we
present a difference between Iy and I}; using two rounds of 16-bit PRESENT-like cipher in Fig 3,
where § : F} — F} is a bjective function. In this case, F is composed of three S-boxes other than
the leftmost one.

An integrated value is computed as

PHrm= H /@)
XeFy

F-L{X)eFy

= (D fx)
YeF

_ J'O if deg(fz)<n

. 17
|1 if deg(R) = a7
D-{M DI‘:\.'

H I |

$||||||||||||||| ?ﬁ|||||||||||||||
K? > Kb >
s s|ls |l s sl s |l s||s
e e i s e e o s
s s|ls |l s s s||s||s

Figure 3: Difference between IN and I’

We can apply case 1 to 3 to f; and X'. Suppose that we can find a term with degree » and a
coefficient oz, varying with K in x] = fx(X). If case 1 or 2 holds in x] = f;(X"), then x] is balanced
bit from Eq.(17). Also, there are multiple ways to define F and f; depending on the structure of
the cipher function. If at least one combination {F, f} satisfies case 1 or 2 for x} = fr(X7), w:; 15
balanced bit. Hence, for all {F, f}}, we need to show that x] 1s in case 3.

In order to obtain a term of x; = f(X"), we need to modify Eq.(12) by the new definition of i
as follows.
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r—1

pt=phpt 2

I [wler [ia‘,. [wlitr- 10T,

x 1]
1
I wlel Vel [wlir- 1.0l
(18)

By repeating the procedure shown in Eq.(12) for y times, p] is expressed as a’p", and p” is written
as
v w1
P=rery e || | 4 [] A
L[ulel \iel [w]l ik dely [w] (00T,
¥ -1
= acph Py - Py (19)

Hence, we can express a term as p| = a”acp}pi?l - p% for x] = £(X"), and its degree can be
checked by counting the number of variables in pl,p%; " - - - p%,.

5. RANDOMIZED ALGORITHM FOR ALGEBRAIC DEGREE ESTIMATION

By using the method shown in Sec.4, we can uniquely express a term in the ANF. Since the
number of all possible ways to define term-expression chain Ji equals one obtained in
straightforward method, the complexity to check all the terms is easily estimated. We show the
way based on straightforward method. As mentioned in Sec.4, the number of terms increases by
the iteration of round function. Note that we do not consider combination of coefficients with the
same monomial

Algorithm 1 Counting algorithm for the number terms.

procedure CountTERMS([y;. x}’)

for all (i) € L;do £ =1 = Set 1 for only variable bits.
end for

for all (i) € L;do f =0

end for

forr=1— ydo > v rounds iteration.

fori=0— M- 1do

= c‘,-(l"é_l,ﬁl'_l, ...i‘f,:}_llj > Gl N 7
end for
end for
return

end procedure

(sinular terms), e.g., it 15 counted as two terms when there is a3 @ ayp 1y ¥0x1 m the ANF. If
we combine sitnilar terms, the number of all possible terms 1s 2" at most. However, we do not
combine them_ and the number is not therefore uppef bounded.

To count the number of terms in x] = £ (X"), we use functions {cy. c1. ... cx 1} (¢; : ZV — Z) which
calculate the number of terms included m an output bit from ones of input bits. Such functions
can easily derived from the ANF of a round function. For example in PRESENT, we can derive
c; from Eq.(9) as
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G = ek ek ek B ey
s(le e I e Tax L
=8 = L Y
=1+t gt gt g e xa (20)

where 7 € Z 1s the number of terms included in x{. Using (e, ¢}, ..., cy_1 ), the number of terms fj;'
can be counted by Algorithm 1.

If the number ¢ 15 small enough to execute brute force search, we execute it. We try all possible
ways to define J Uyt Tl by using recursive algorithm. Then, we can determine to which
cases shown in Sec.2.4 x] belongs to. If it is infeasible, however, we cannot help but limit the
number of trials considering our computational resources. Let v be the number of trials m the
search. Among r terms, if we can find a term which has a degree » and 1ts coefficient varies with
E, case 3 holds in x] = f7(X"). If case 3 holds for all {F, f}. x] 15 unbalanced bit. Otherwise, we
can not determine whether it is balanced or unbalanced bit, and we express xj 15 uncertain bit.

When r = ¢]. we need to execute the search effectively as follows.

(1) We use randomized algorithim to search for a term which implies case 3. When we obtain
! from I, we use a random number in choosing w in L[] (see Eq.(12)).

(ii) We reduce the number of all possible ways to define ' In other word, we reduce the search
space. We achieve it by truncating redundant terms in the ANF of round function, and we
show the method in Sec.5.1.

(iii) We execute brute force search by recursive algorithm before randomized algorithm. The
combination of two algorithms are dedicated to block ciphers wit simple structure. We
show the method in Sec.5.2.

5.1. SEARCH SPACE REDUCTION

We search for a term which implies case 3 among 1 terms using the method shown in Sec 4.1
Note that we only concentrate on finding term with degree », and consider its coefficient thereafter.
Since we do not combine similar terms, there are multiple terms with the same monomuial. Let b}
be the number of terms with degree »n. Note that, 1t 1s still an open problem to obtam 4] without
the brute force search. If we try r; — & terms, at least one term with degree » is found. If we
can reduce 7, we can reduce the number as well. Let 7] and frj" be the numbers of the terms after
the reduction. If 7 becomes 0 by the reduction, we can not find the objective term. Therefore,
we should reduce the terms effectively. By truncating redundant terms from the ANF of round
function, we achieve the above reduction.

We define redundant term as a term whose monomuial 1s included in another term in the ANF.
For example m Eq.(9), (1&k; 1)x] ! has a monomual x]! which 15 mcluded in another term x7 a5 1.
Therefore, we regard (1 @ &5-1)x}! as a redundant term. Also, constant terms such as (i e k-!a
¥t @Bt 1s redundant, since their monomial is included in any variable term.

If i > 0, we always have 4} > 0 if we only truncate redundant terms. For example in Eq.(9),
we truncate redundant terms as

A= lek ek ok B Y ex!

e(le el W lex el
= =xlex e @1
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In this tnmcatiom .frI — b = Iy! + W51 Even if terms with degree » only exist in x} ! and x5!
s ontson =0t = O) i} is more than 0, smce the number included in ] 'x "1 is more
than 7 '& + iy 1!" Smce we can cut off 1+ 7! + 7 terms as a whole, we can effectively
reduce the search space by truncating redundant terms

We use the above truncation technique to express the ANF of round functions. Let np and nz
be linear permutations of PLayer of PRESENT and RECTANGLE, respectively [11][12]. We
express the ANF of round function of PRESENT for 0 < j = 15 as

Xopap = Yae

\] P+ — ij xzﬁ*’r:.; 3@ XEJ 7‘4_;.'.1/"5._,_

1 -1 . .r-1 g4 1,r- — — -1
lrrl;+2f-l;+3&'rr x-rlj {U+3 g”":.; Jl4_r+1 4543

X A(45+2) — ‘Xﬁj—lﬂj+214j+3 @ ‘{U "i}—lf{xd @ "J-i-.} Xﬁj—lﬂj+3

T

Xopaien) = Xy © iz ® Xyl Xz 22

T

Also, one of RECTANGLE (0 < j < 15) 1s:

2

_ -1 -1 g r=lor-1 4 =1 _r-1 —1

red) = X1 ¥azin @ Xy X @ X5 X0 X050
R o R o SR e o B |

ra(disl) = Xy @ Xgi0 X5 Xy

2

1.
T‘J.r’m(-lj *) I r-rl_}+ e;‘Jl-i_r+l"r1,1+3e;‘l-i_r ‘{1-J+3

-1 -1
X = 1{1; 14;+* @ X Tﬂm & 1{1; 1‘% R YRES (23)

To show the effectiveness of the techmque, we compute # for 1 = y < 4 and 0 = / = 63 by two
methods in PRESENT and RECTANGLE (see Table 1). The column *“Fterms (before truncation)”™

shows the results using the ANF of the actual round functions of the ciphers [11][12]. And “#terms
(after truncation)” shows ones using the ANF of Eq.(22) and (23). Note that we mput I, =
{(0,0),(0,1),....(0,63)} to CountTerm for simplicity, and we show only maximum and nunimum
number of terms among all 64 bits. From Table 1, we succeed to reduce the search space by

Table 1: Comparison of the Number of Terms in the ANF of PRESENT and RECTANGLE.

# terms # terms
rounds | (before truncation) | (after truncation)

max min max min

1 23.81 22.59 21.58 21.58

PRESENT 2 213.21 25.93 26.33 23.90
3 24121 21195 220.60 2799

4 2114.01 231.20 263.39 215.99

1 23.46 22.33 21.38 21.58

RECTANGLE 2 71031 5729 5549 2390
3 92781 220.00 71540 21100

4 2?2.80 252.63 2—10.?6 229.35

the truncation of redundant terms, which enables us to estimate algebraic degrees in additional
rounds.

Since there is no coefficient which varies with K in Eq.(22) and (23), the term obtained by these
equation has always a coefficient equals 1 (a0 = 1) and the existence of the term does not imply
case 3. We use a technique to use a redundant element of I'. We rewrite Eq.(19) as
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-1
P =acryry' vk || L (24)
L[l Vel [wl0a)<E,
If there exist at least one J; [i] € I' such that
0_ ¥ -l 1
P =acpyPy - Py X;
I [wleP\ (L [ ey [w]@.0<E,,
.
= acplpy ' - PR Py
=ac ] | . (25)

(r.el,

The equation means that ° has a degree n without using 7;[i] € 1! In other word, I, [i]  I' is
redundant to determine its degree. We use it for consideration of the coefficient a° We fix i such
that ° varies with E_ Note that J; [ii] indicates a term which is not in Eq.(22) and (23). If we use
terms whose coefficients are always 1 such as Eq.(22) and (23) except for I, [i] € I', we have

=[] [] ﬂifrtu-l]

I’ el \E[ulel”
= ALl (26)

Then, p; = acag a1 | 1.e 1, ] holds. Therefore, the existence of such term implies case 3.

5.2. COMBINATION OF RECURSIVE AND RANDOM SEARCH

When we consider I” = {I¥, "1, __ T} which is an mtermediate value of the process to obtain J!,
it is possible that a degree of a term p| depends on F. Especially for block ciphers with simple
structure, we conjecture the above characteristic 1s eminent. Let I, be a certain term-expression
chain. We regard J, as a box in which there are terms expressed by 19 = ("}, .., I*} with fixed J",.

The maximum number which A takes becomes large depending on the value of tj. When r < 1],
there is a possibility that we can not check any term in I, and it only has the terms with degree n.
In such case, we can not search the term effectively. To avoid the problem which occurs in simple
block ciphers, we execute brute force search by recursive search before the randomized search
mentioned in Sec 5. We obtain all possible term-expression chain 'Y (' € {0.1,....y}), and we
use them as start points of the random search. The value of " 1s the number of rounds which we
execute the recursive search.

Let B7(1""') be a set of all possible "Y' . We can obtain |BF (J*~")| by Algorithm 1. We execute
the random search for v times from each start point, where ¢ = /|87 (J*¥)|]. The maximum
value of y is calculated as the maximum mteger satisfying r > [B7 (1*"")|. We determine the value
of ¥’ depending on the structure of cipher function. We discuss the effectiveness of this techmque
by the experimental results in Sec.7.
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6. SPECIFICATION OF THE PROPOSAL ALGORITHMS

‘We show the specification of the algorithm using the method shown in Sec 4. Since we use the
truncation technique for the reduction of the terms shown in Sec.5.1, we need to consider the
existence of the coefficients which varies with ¥ shown in Eq.(25).

In order to make the algorithm simple_ we define I7,,,, as follows.

U= | ) Ilul 27
Llale

Usmg I, we can uniquely obtain I7, - We use two notations I and I as needed. As mentioned
inSec4.1, " and ', are regarded as mutisets.

As mentioned in Sec.4.2, for all combmations {F, f;}, we need to execute this algorithm and
show x; = f(X") isin case 3 (unbalanced). Also, we apply it to all output bits of y-th round to
construct integral distinguisher. The proposal algorithm is shown in Algorithm 2. Note that we
only use term-expression set I, since we mainly consider monomuial which can be obtained only
by term-expression set. Also, coefficients can be checked only by I! from Eq.(25) and (26). If
there 1s case that we need to consider coefficients specifically, term-expression chain 1s required.
‘We describe each procedure of Algonithm 2 as follows.

DegreeEstimation: We can determuine “x] 1s unbalanced” when » 1s substited for a variable flag0
once. Otherwise, “x; is uncertain” is outputted. Note that flag0 is a global variable as used in
C/C++ language. DegreeEstimation call RecursiveSearch, and RecursiveSearch call Random-

Search.

RecursiveSearch: At first, the value of flag0 1s checked. If flagh = 1, RecursiveSearch 1s not
called anymore and DegreeEstimation returns “x; 1s unbalanced”. Next, r > y — ¥ 1s checked. If
r<y-—y, I (r=y—17)becomes an input for RandomSearch. Otherwise, two procedures are
repeated recursively: (1) Make each element 7 € I, corresponds to I[w] € I"*! (recursion in the
same round). (ii) Make "' from I, (recursion for a next round). By repeating procedure (i),
we can try all possible w for L[w](7 € I ) recursively. When we set L[w] for 7, 7 1s removed from
Ir . as I (i} If there is no more element to try (I7,,, = ¢), then we advance to procedure (11). In
procedure (i), 7.} is uniquely obtained by I'~! as shown in Eq.(27), and I’} becomes an input for
procedure (1) in the next round.

RandomSearch: In RandomSearch, Il is generated from I’ (+ = ¥ — 7). and the procedure

T TIum

is iterated r* times. We use a random number rand to define a term-expression set 7! where
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Algorithm 2 Randomized Algorithm For AlgebraicDegree Estimation.

procedure DecreeEstivarion(t,y'. Iy x])
o = 11, 7 = 7/ CountTerms(I,, xﬁ, global flagd =0  » flag0 is a global variable.
RecursiveSearch(r’, ¥, I, Ty &
if flag0 = 1 then return “x] is unbalanced”
else return “x? 15 uncertain.”
end if

end procedure

procedure RECURSIVESEARCH(T .7, I, A 1)
if flag0 = 0 then = If flag0 = n, then the resursion stops.

if 7 > v — 7 then
if Y, # ¢ then
forall iel, doll, =17 A\lil
for w = 0 — w; — 1 do RecursiveSearch(’, ¥, I [y 1 u {L[w])
end for
end for
else
for all J;[w] € 7! do
for all i € L;[w] do 7} = 5L U (i) > See Eq.(27).
end for
end for
RecursiveSearch(r’. ', Iy ]I;;,}i, &)
end if
elseRandomRound(r" .13, I7, )
end if
end if

end procedure

procedure RanvomSearcu(r’.I3 1%,
for count =0 — ¢ —1do %, =T,. flagl = 1, flag2 = 0

forr' =r — 2 do
forall (¢ —1,i) € I}, do
ifig 7, then j)fagl =0
end if
end for
j?‘—l — ‘p. ﬂ;—l — (ﬁ,\ )
forall i € ]im do "1 = "1 UL [rand])
end for )
forall L[w]el"!do i
forall i € L[w]do ! = 101U (i)
end for
end for
end for N . )
for all L[] € ' do T}, = 1L \L D], flag3 = 1
for all (0,7) € I}; do
if i g 1L, then flag3 =0
end if
end for
if flag3 = 1 then flag2 <1
end if
end for
if flagl = 1 and flag? = 1 then flag) < 1
end if
end for
end procedure
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Algorithm 3 Bijective Functions of PRESENT / RECTANGLE.

procedure BuectiveFuscrion(Zy, xf)
for all i € Iy do Jy = Iy U {(0.1)
end for
forr=0— y—1do
for j=0— 15do
if [(4).(r. 4] + 1), (. 4j + 2), (r.4j + 3)} C Iy then
Iy = B\ 4)). (n4) + 1).(n4) + 2), (r. 45 + 3))
Iy = Iy Ul + 1.x(4)))
Iy = Iyu((r+ 1.x(4j + 1))
Iy = Iyulr+ La(4)) +2))
Iv e IvUllr+ 1.72(4)) + 3))
end if
end for
end for
return Iy
end procedure

rand € {0, 1,...,c; — 1). In the iteration, we check if i 1s in I for all (# - 1.4) I, If at least one
element is not in I, the term we check does not include a variable ! and its degree is less than
n. We substitute 0 for flagl to imply the fact. In order to show that this term has a degree n,
Flagl = 1 1s required.

Next, we consider the coefficient of this term. As mentioned in Sec 5 1, 1f there 1s no coefficient
which varies with K in the ANF of round function (ayp,; = 1 for any L[w]), the term has always
a coefficient 1. Therefore, the existence of the term doest not imiply case 3 although this term
has a degree n (flagl = 1). If we can find J; [ii] € 1! satisfying Eq (25). the term has a coefficient
which varies with . We substitute 1 for flag2 to imply the fact. Both flagl = 1 and flag2 = 1 are
satisfied, we substitute 1 for flag0, and 1t implies that x; 1s unbalanced.

7. APPLICATION TO PRESENT AND RECTANGLE
7.1. BUECTIVE FUNCTIONS OF PRESENT AND RECTANGLE

As mentioned in Sec 4.2, we consider bijective functions of PRESENT and RECTANGLE. We
use a dedicated algorithm shown in Algorithm 3. Let {F, fi} (fx = fi o F) be a set of functions in
which X = F(X) corresponds to Iy, and the function BijectiveFunction in Algorithm 3 is a proce-
dure to obtain 7, from Iy;. As mentioned in Sec 4.2, we need to find a term which implies case 3 for
all possible {F, f3}, however, we only need to consider {F. fx} in PRESENT and RECTANGLE.
Cipher functions of PRESENT and RECTANGLE i1s composed of multiple bijective functions
d.eﬁned by G; (ﬂ}l,_ Ji}il,f‘;;lq,x:\}h} = (a0 Xreaga e Xreas2y Tocaionys where r{_is a linear permu-
tation of PLayer. Also, bijective functions F has the same structure. The bijective function F
is one of F which satisfies that G, o F 1s not bijective for any G;. In other word, F is the most
comprehensive bijective function which consider all bijective functions.
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From the structure of PRESENT and RECTANGLE, we can define a bijective function F” such
that F = F' o F for all F. We suppose that we find a term which implies case 3 in x] = fz(X).
When F = G;, we consider the relation between X = F(X) = G; o F(X) and X’ = F(X). Let
I; be an index set of variable bits ¥". Since the term implies case3, the monomial of this term
1s expressed as [l .5, x;- Suppose that the monomial mcludes x7, 37, ) "Ji|"(4_j+2:l ) When

—1 1
we express the ANF of 7 S TPESTHEIS L. LR using X!, the term includes Jr'{r XX -uu"ﬁ_ﬁs

from Eq.(22) and (23). From the definition of G;, the term implies the existence of [ [ cp ¥ I,

= fz(X"). Therefore, we do not need to consider (Ffe) (F= G;oF) when we have already fouud
the existence of a term which implies case 3 in |F, f_g 1. Also for any F’_ the above discussion can
be applied since F* is composed of multiple G;. Hence, we obtain Iy, by Algorithm 3 and input it
for Algorithm 2. Then, we can determine whether x; is unbalanced bit or uncertain bit.

7.2. EXPERIMENTAL RESULTS

We applied Algorithm 2 and 3 to PRESENT and RECTANGLE. From the attack scenario of
mtegral attack, 63 1s the maximum number of variables. By setting 63 vanables, we can construct
wmtegral distinguisher which holds m the maximum number of rounds. Therefore, we set all
possible conditions for 63 variables. Let i, € {0.1,...63} (I = {i.}) be an index of the constant bit
in plaintext ¥°. Therefore, I becomes {0, 1, ... 63}\{7.} and Iy obtamed by Algorithm 3 varies with
i.. The index set [ indicates output bits of intermediate rounds, and the maximum number of
rounds they exist max{r | (.7) € Iy} directly affects upper bound of integral distinguisher. We find
that max{r | (r,1) € Iy} = 3 in PRESENT, and max{r | (r.7) € Iy} = 4 in RECTANGLE for all ..

First, we set r = 222 considering our computer environment (CPU: Intel Core 17-3770 3. 40GHz
and memory: 16Gbyte), smce we can check all 64 output bits for all 64 possible i. mn a month.
Note that f§ = 2% for any / when y > 5 in both ciphers. Next, we decide ' in Algorithm 2. For
simplicity, we use ¥’ = 0 0Ty’ = ¥}, Where 3 is the maximum integer satisfying 22 > |BF (J' Tox)|
(see Sec.5.3). Note that, y,,,, varies depending on the position of bits / from the result of Algorithm
1

The above experimental results show that all 64 output bits of 8th round are unbalanced for all
i- 1 PRESENT. Also in RECTANGLE, we find that all 64 output bits of 9th round are unbalanced
for all i.. Hence, we confirm that there is no 8-round integral distinpuisher in PRESENT and no
9-round integral distinguisher in RECTANGLE. As shown in RecursiveSearch in Algorithm 2, if
a term which mmplies that ¥} 15 in case 3, the algonthm stops. Let 7 (7 = r) be the number of terms
already checked when the algorithm stops. When y’ = 0, we have 7 < 2% in PRESENT and 7 < 2%
m RECTANGLE for all i.. On the other hand, when ' = 0. 7 < 2°° in PRESENT and 7 < 2¥ mn
RECTANGLE for all i,. From these results, the combination of recursive and random search 1s
only effective in RECTANGLE. Since RECTANGLE has a more simple PLayer, the above results
support our conjecture shown in Sec.5.3.

As an additional experiment, we obtain the number of unbalanced bits in 7th round of PRESENT
and 8th round of RECTANGLE. We set ¥ = 0 for PRESENT and ' = v, for RECTANGLE,
and we set T = 222_ Let u be the number of unbalanced bits in a round (0 = p < 64). Table 2 shows
u for all i, in PRESENT and RECTANGLE. The number of uncertain bits 1s 64 — . Therefore, the
number of balanced bits can be 64 — y at most. In other words, there is a possibility that attacker
can exploit 64 — u bits as mntegral distingwisher. When p 15 small, integral distinguisher is more
advantageous for attacker. In PRESENT, there are 9 possible 7. to have u = 45 from Table 2. On
the contrary, we have u = 6 for all ;. in RECTANGLE. Hence, integral distinguisher of PRESENT
depends on a position of a constant bit.
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7.3. DISCUSSION

Table 3 shows mtegral distinguisher shown in previous works. These results show the number
of rounds m which integral distinguisher holds y and balanced bits 3 when the number of chosen
plamntexts 1s 2°. Note that our result shows the number of uncertain bits 64 — . and it may be less
than #. Since y = 7 in PRESENT and y = 8 in RECTANGLE at most, our results are consistent

with previous works.

From the results shown in Sec.7.2, we estimate the number of rounds which integral attack is

Table 2: Results on PRESENT And RECTANGLE.

e | p | Be | i || Be | p )T | |G [t | || B [l E |
0(45] 8 |50 16 | 46| 24 |48 (32|46 | 40|46 48|50 56| 50
1|47 9 |50 17 |46 || 25|48 | 33 (45| 41| 48| 49| 50| 57 | 50
2148 10|49 (|18 |46 | 26 |47 || 34 |48 | 42|47 | 50|51 58| 350
PRESENT 3049|1147 (|19 46|27 |47 || 35|45| 43|47 51|49 59|50
(7th round) 4045|1245/ 20 | 47|28 |46 | 36|47 | 44 |4a5]| 52|52 60|51
5149 || 13 (45|21 |47 || 29 (46 || 37 |47 (| 45|48 || 53 | 50 || 61 | 48
6 (49| 14|45 22 |46 || 30|48 || 38|46 46| 45| 54|52 6251
7150|1545/ 23 | 47| 31|47 | 39|47 | 47|46 55|51 63|48
o|6| 8|6 l16] 6124|6326 40| 648|666 |56]6
1169|617 6256|336 |41| 61| 49| 6|57]|6
216 10| 6|18 61|26|61|34|642|6]|50|6]|58]6
RECTANGLE || 3 | 6 11| 6 19| 6 || 27| 6 |[35]| 6 (|43 | 6 [[51] 6 ||59] 6
(8th round) 416 12| 6|20 6128|6366 44| 6 |52|6]60]6
5161362161206 (376|456 |353|6]|61]6
6| 6 14| 6 ||22| 6 [[30]| 6 ||38| 6 || 46| 6 ||54]| 6 || 62| 6
716 15| 6|23 6|31]|6|39|647|6|55|6]|63]|6

Table 3: Previous Results on PRESENT and RECTANGLE.

|| ¥ | B ‘ n || reference
3516 | 4 [16]
5116 | 32 [15]
PRESENT 6 | 16 | 12 [17]
6 | 64 | 60 [4]
71 1 | 16 | [71[13]
7 | *¥19 | 63 || our result
RECTANGLE 7 4 48 [12]
71 22| 36 [13]
8 *6 | 63 || our result

* the number of uncertain bits (64 — u < 58).
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mvalid by supposing that we can use 7-round and 8-round integral distinguisher in PRESENT and
RECTANGLE, respectively. Note that we suppose 128-bit key length in both ciphers. Recently,
Zheng et al. proposed match-through-the-Sbhox technigue to reduce the time complexity for key
recovery, and it is the most effective technique for PRESENT and RECTANGLE [13]. Using the
technique, we can attack (y+4)-round PRESENT and (y +5)-round RECTANGLE. Therefore, it 1s
infeasible to attack more than 11-round (y = 7) PRESENT and 13-round (y = 8) of RECTANGLE.

8. CONCLUSION

We propose the randomized algorithm for algebraic degree estimation in order to obtain
upperbound integral distinguisher. By demonstrating the algorithms in PRESENT and
RECTANGLE, we confirm that 8- and 9-round integral distinguisher can not be constructed,
respectively. From these facts, we confirm that integral attacks for 11-round PRESENT and 13-
round RECTANGLE are invalid. Hence, we conclude that both ciphers are secure enough for
integral attack considering the specifications of the number of rounds. The upper bound integral
distinguisher helps designers to decide security margin. The proposal algorithms enables them to
obtain such security parameter by algebraic degree estimation.
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